Abstract-Future Internet-of-Things (IoT) is expected to wirelessly connect tens of billions of low-complexity devices. Extending the finite battery life of massive number of IoT devices is a crucial challenge. The ultra-low-power backscatter communications (BackCom) with the inherent feature of RF energy harvesting is a promising technology for tackling this challenge. Moreover, many future IoT applications will require the deployment of dense IoT devices, which induces strong interference for wireless information transfer (IT). To tackle these challenges, in this paper, we propose the design of a novel multiple-access scheme based on time-hopping spread-spectrum (TH-SS) to simultaneously suppress interference and enable both two-way wireless IT and one-way wireless energy transfer (ET) in coexisting backscatter reader-tag links. The performance analysis of the BackCom network is presented, including the bit-error rates for forward and backward IT and the expected energytransfer rate for forward ET, which account for non-coherent and coherent detection at tags and readers, and energy harvesting at tags, respectively. Our analysis demonstrates a tradeoff between energy harvesting and interference performance. Thus, system parameters need to be chosen carefully to satisfy given BackCom system performance requirement.
I. INTRODUCTION

IoT:
The Internet-of-Things (IoT) is an emerging network expected to connect tens of billions of smart devices in the near future, which has attracted widespread attention from both the industry and academia. One key challenge for IoT is the limited network lifetime due to the massive number of IoT devices being powered by batteries with finite capacities. Backscatter communications (BackCom) has emerged as a promising solution due to its low-power, low-complexity and the inherent feature of RF energy harvesting [1] .
BackCom and Existing Work: Commonly adopted in RFID applications, a simple BackCom system comprises a tag and a reader. The passive tag has no active RF component and harvests energy from an unmodulated carrier wave transmitted by the reader, and modulates and reflects a fraction of the wave back to the reader [2] . The modulation relies on varying the reflection coefficient by switching between a pair of impedances. Recently, active research has been conducted on developing various types of more complex BackCom systems and networks such as wireless powered networks [3] and energy harvesting networks [4] . One particular focus of the research is techniques for multiple-access and collision avoidance in multi-tag BackCom systems [5] [6] [7] [8] . To the best of our knowledge, simultaneous two-way information transmission BackCom and joint consideration of information-and-energy transfer have not yet been considered in the prior work.
Design Challenges: Many IoT applications e.g., e-Health and public safety, are mission critical and require low-latency communications [9] . Therefore, it is important to develop fullduplex device-to-device (D2D) communications between IoT devices to reduce latency as well as improve utilization of radio resources. One design related to full-duplex BackCom is proposed in [10] , which supports transmission of data and control signals in the opposite directions at asymmetric rates. Such a design is incapable for supporting truly full-duplex BackCom for IoT that supports two-way links with symmetric bidirectional rates as well as provides robustness against severe inference due to the doubling of coexisting links.
In full-duplex D2D BackCom networks, interference is particularly severe due to two factors: one is the co-existence of many links and the other is the phenomenon of "interference regeneration" arising from reflection of all incident signals by each backscatter node. One interference-mitigation technique, namely time-hopping spread spectrum (TH-SS) [11] , is particularly attractive for BackCom since its low rate provides a large processing gain and the detection of a TH-SS signal can be implemented using an energy detector available on a backscatter tag. The idea was first explored for UWB RFID (BackCom) systems in [12] . The drawback of such a system is the required sophisticated analog processing to detect ultra-sharp UWB pulses and it may not be suitable for low complexity IoT devices.
Paper Contributions: In this work, we further explore the idea to develop a practical TH-SS scheme for realizing fullduplex BackCom and simultaneous energy transfer (ET) in an interference network. The scheme is characterized by two key features. The first corresponds to the novel sequenceswitch modulation scheme for enabling forward information transfer (IT) from a reader to a tag. Specifically, a bit stream is transmitted from a reader to a tag by switching between a pair of TH-SS sequences, each containing a single random nonzero chip, called an on-chip. The design has several advantages. First, the interference is suppressed by the TH-SS sequence. Second, the sequence-switch modulation is preferred to the on/off transmission in that the former ensures the existence of a non-zero chips in every symbol for the purpose of continuous forward ET. Last, the detection of data bits modulated using the proposed scheme can be realized using the on-tag energy detectors as mentioned. In addition, each tag also continuously harvests energy from interference.
As the second feature, full-duplex BackCom is realized by the modulation scheme for backward IT (tag-to-reader) where each tag modulates the on-chips in the signal from the intended reader using binary-phase-shift keying (BPSK), and a reader coherently detects the transmitted bits.
The performance of the proposed scheme of time-hopping full-duplex BackCom is thoroughly analyzed in this paper in terms of bit-error rates (BERs) for both the forward and backward IT, and the expected energy-transfer rate (ETR) for forward ET.
Notation: Pr ( ) denotes the probability of the event . 1 ( ) denotes the indicator function. | | denotes the size (cardinality) of a set .
II. NETWORK MODEL Consider a BackCom interference network consisting of two coexisting single-antenna reader-tag pairs as illustrated in Fig. 1 . Each reader has a conventional full-duplex antenna [13] . Each passive tag has a backscatter antenna for transmission by backscattering a fraction of the incident signal, and an energy harvester for harvesting the energy in the remaining fraction. An intended reader-tag pair communicates by full-duplex transmission with interference suppression. The design of the full-duplex tag and the interference suppression method are presented in the next section.
We assume that all the readers/tags share the same band for communication, and the channel coefficients remain unchanged within a symbol duration but may vary from symbolto-symbol. We consider a general channel model, and also Rayleigh fading channel as a special case with both the largescale path loss with exponent and the small scale Rayleigh fading. III. TIME-HOPPING FULL-DUPLEX BACKCOM SCHEME In this section, we present the proposed time-hopping based multiple-access scheme and its corresponding tag architecture.
A. Architecture of Full-Duplex Tag
To enable a passive tag with simultaneous information transmission and reception, we consider the following design. The full-duplex tag consists of a power splitter, a backscatter modulation block, an energy harvester and a information detector as illustrated in Fig. 2 . The incident signal is first split into two streams with a splitting ratio of . The signal with portion of the incident signal power is sent to the backscatter modulation block for backward IT. By switching between two mismatched impedances [2] , the backscatter modulation block reflects the signal with either zero or 180-degree phase shift. Thereby, the backscattered signal is modulated with the tag's transmit bits by BPSK. Let the BPSK symbol transmitted by Tag be denoted as with ∈ {1, −1}. The signal with the (1 − ) fraction of the incident signal power is sent to the energy harvester for energy harvesting and energy detection based information detection. Specifically, given the RF energy harvesting efficiency , only portion of the RF received power is harvested. In this way, the tag transmits and receives information, and harvests energy at the same time.
B. Sequence-Switch Modulation
The proposed sequence-switch modulation used by each reader is presented below, which is designed for two purposes. The first is to suppress interference by TH-SS. The second is to enable simultaneous forward and backward IT and forward ET, which is further discussed in the next subsection.
Each symbol duration is uniformly divided into slots called chips. We define a TH-SS sequence as a -chip random sequence comprising only a single randomly located nonzero chip while others are silent (i.e., zero chips). Each link, e.g., Link , randomly chooses a pair of sequences with different nonzero on-chips, 0 and 1 , to represent bit "0" and "1", respectively. Thus, the bit stream of the reader is modulated by switching the sequences.
Specifically, the set ≜ { 0 , 1 } consisting of a pair of on-chips is named as a TH-SS pattern [see Fig. 3(a) ], while all the other chips are the off-chips. Note that there are
available patterns in total. The transmission of a single bit by Reader is equivalently represented by a random variable with binary support , called a transmitted on-chip. Thus, the transmission of Reader in an arbitrary symbol duration can be represented by a set of i.i.d. random variables { } and illustrated in Fig. 3(b) .
It is clear that the interference from coexisting link occurs only when the TH-SS patterns of the two links overlap, i.e., | 1 ∩ 2 | > 0. By increasing the sequence length (the processing gain), the patterns become increasingly sparse and different links are more likely to choose different patterns, i.e., the likelihood of pattern overlapping reduces, and the interference is suppressed. The non-overlapping Fig. 4 .
C. Full-Duplex BackCom
Based on the sequence-switch modulation scheme, the fullduplex BackCom is realized by the joint operation of the intended reader and tag designed as follows.
Reader-side operations: The reader transmits a forward bit to the tag using the sequence-switch modulation by sending a carrier wave represented by √ 2 ℜ{ } during the onchip, where is the transmission power and is the angular frequency. At the same time, assuming chip-level synchronization between the reader and the tag, the reader receives the tag's backscattered BPSK signal. After cancelling the self-interference from its transmission 2 , the reader detects the backward bit stream by BPSK demodulation in the intervals corresponding to the transmitted on-chip that are known to the reader.
Tag-side operations: In the two on-chips of the assigned TH-SS pattern, the tag connects the modulation block (see Fig. 2 ) and performs backscatter modulation, energy harvesting and information detection. Specifically, the tag detects a forward bit by comparing the amounts of energy harvested in the two on-chips using the energy detector. If the harvested energy in the chip 0 is larger than that in the chip 1 , the estimated bit is "0"; otherwise, it is "1". Note that interference signal in either one or two of the on-chips may result in detection error of the forward bit. In the off-chips of the TH-SS pattern, the tag disconnects the modulation block and harvests energy from the other reader's transmission.
Therefore, such reader and tag operations realize the fullduplex BackCom with symmetric backward and forward IT rates, and also forward ET and energy harvesting.
IV. ERROR RATES AND ENERGY TRANSFER EFFICIENCY
We analyze the BERs for the backward and forward IT, and the expected ETR for the forward ET of the two-link BackCom system as shown in Fig. 1 . The analysis focuses on the typical link, Link 1, without loss of generality. For simplicity, we assume that all the readers and the tags are perfectly synchronized at the chip level. For the case of asynchronous transmissions, please see [14] .
A. BER at the Reader for Backward IT
Consider demodulation and detection of an arbitrary bit at Reader 1, and the interference regeneration phenomenon that a backscattering tag induces interference to the other reader-
is the channel coefficient between Tags and . We also assume = * , i.e., the channel reciprocity. The first term and the second term in (1) correspond to the intended signal R1-T1-R1 and the interference signal R1-T2-R1, respectively, and the third term the interference signals R2-R1, R2-T1-R1, and R2-T2-R1 (see Fig. 1 ).
Given interference at Reader 1, the BER of coherent detection can be close to the maximum of 0.5, and is thus assumed as 0.5 as long as Reader 1 suffers interference for simplicity. Then the BER at Reader 1 is given by
where BPSK denotes the BER for BPSK detection without interference, and together with the probabilities { 0 , 1 , 2 } are defined and calculated as follows:
Substituting (3) into (2), the BER for the backward IT at the reader is obtained:
Proposition 1. The expected BER for the backward IT is
where for Rayleigh fading channel, it can be derived straightforwardly based on the channel-coefficient statistics that
and (⋅) and erfc(⋅) are the Q-function and the complementary error function, respectively.
Remark 1. The BER for the backward IT decreases with the increasing reflection coefficient . For the high SNR regime ( / 2 reader → ∞), the BER reduces to reader ≈ 1 , which is caused by the interference and decreases inversely with the TH-SS sequence length . For the large sequence length scenario ( → ∞), the asymptotic BER is reader ≈ −2
BPSK , and noise is the dominant factor for causing detection errors.
B. BER at the Tag for Forward IT
We investigate the BER at Tag 1 in three different TH-SS pattern overlapping scenarios, i.e.,
tag and (2) tag are the BER conditioned on the three scenarios, respectively, the BER at Tag 1 is
We further calculate ( ) tag as follows (see pattern-overlapping scenarios in Fig. 4): 1) BER Given Non-Overlapping Scenario: Tag 1's received passband signal and the received signal power in the transmitted on-chip 1 are given by, respectively,
(0)
Since neither Reader 1 nor Reader 2 is transmitting during the other on-chip 1 ∖ 1 , the received signal power in the other on-chip is˘( 0) rx = 0. Scaling by the two-side power spectrum density of noise signal tag,1 ( ) [15] , the received energy during the transmitted on-chip 1 , 1 , follows a non-central chi-square distribution with two degrees of freedom and parameter = 0 / 2 tag , i.e., ′2 ( ). Similarly, the scaled received energy during the other on-chip 1 ∖ 1 ,˘1, follows ′2 (0). Therefore, comparing the scaled received energy between the on-chips 1 and 1 ∖ 1 , i.e., 1 and˘1, the detection error probability is
where˘1(⋅) and 1 (⋅) are the cumulative distribution function (cdf) and the probability density function (pdf) of the distributions ′2 (0) and ′2 ( 0 / 2 tag ), respectively. For tractability, we consider the high SNR regime which means / 2 tag >> 0, and ignore the noise effect on information detection, i.e., the detection is simply based on the comparison of the received signal power. Therefore, the BER in (9) is represented as
2) BER Given Single-Chip Overlapping Scenario: There are four transmission cases each with the same probability as illustrated in Fig. 4 :
Case 1: Readers 1 and 2 are using the overlapping chip for transmission. Thus, Tag 1's received signal in the transmitted on-chip 1 consists of four signals, i.e., R1-T1, R1-T2-T1,
) + R2-T1 and R2-T2-T1, and the received signal power in the chip 1 is 
Case 2: Readers 1 and 2 are using the non-overlapping chip and the overlapping chip for transmission, respectively. The received signal in the chip 1 is signal R1-T1, since both Reader 2 and Tag 2 are not transmitting in the chip. Thus, the received signal power in the chip 1 is the same with (8), i.e., (1) 
While the received signal in 1 ∖ 1 consists of signals R2-T1 and R2-T2-T1, and
(13) Thus, the BER is
Case 3: Readers 1 and 2 are using the overlapping chip and the non-overlapping chip for transmission, respectively. The received signal in the chip 1 consists of two signals, R1-T1 and R1-T2-T1, thus, the received signal power in the chip is
and the received signal power in the chip 1 ∖ 1 is
Case 4: Readers 1 and 2 are using non-overlapping chips for transmission. The received signal power in the chips 1 and 1 ∖ 1 are 0 and 0, respectively, and thus, 
3) BER Given Dual-Chip Overlapping Scenario: There are two transmission cases each with the same probability as illustrated in Fig. 4 :
Case 1: Readers 1 and 2 are using the same chip for transmission. We see that the received signal power in the chips 1 and 1 ∖ 1 are 1 and 0, respectively, and thus, (2) 
Case 2: Readers 1 and 2 are using different chips for transmission. The received signal in the chip 1 consists of signals R1-T1 and R1-T2-T1, thus, the received signal power in the non-overlapping chip is the same with (15), i.e., (2) rx ( 1 ∕ = 2 ) = 3 . While the received signal in 1 ∖ 1 consists of signals R2-T1 and R2-T2-T1 which is the same with (13), i.e.,˘ ( 2) rx ( 1 ∕ = 2 ) = 2 . Thus, the BER is
4) Main Results and Discussions:
Based on (6), the expected BER for the forward IT is
(20) Thus, as the sequence length → ∞, 
C. Expected ETR at the Tag for Forward ET
We analyze the expected ETR taken into account the harvested energy at Tag 1 during the on-chips and the off-chips. For the pair of on-chips, we have analyzed the harvested power (energy) in Section IV-B. While for the off-chips, Tag 1 can harvest energy from Reader 2's IT and Tag 2's backscattering only if 2 / ∈ 1 with the probability Pr ( 2 / ∈ 1 ) = 0 + 1 2 1 . Given 2 / ∈ 1 , Tag 1's received signal in the chip 2 consists of two signals, i.e., R2-T1 and R2-T2-T1, and the received signal power in the chip is
Therefore, considering Tag 1's received signal power in the chips 1 , 1 ∖ 1 and 2 based on the analysis in Section IV-B and (23), the expected ETR is 
The proof is straightforward and omitted for brevity. 3 Note that we have included all channel coefficients as the potential random variables over which the expectation is taken. 
V. NUMERICAL RESULTS
In this section, we numerically present the performance of the proposed full-duplex time-hopping BackCom in the Rayleigh fading channel scenario. We set the path loss exponent as = 2.5, and the distance (in meters) between the devices as 11 = 10, 22 = 10, = 20, 12 = 22, and 21 = 22. Also we set the reader transmit power as = 50 mW, the noise variance at the reader and the tag as In the following, we plot the BERs for the forward and backward IT (i.e., reader and tag ), and the expected ETR (i.e., ℰ tag ) for the forward ET based on the analytical results derived in Section IV. The Monte Carlo simulation results, averaged over 10 9 random channel realizations, are also presented. Specifically, the modeling assumptions for the analytical results of BER for the forward and backward IT in Section IV are verified by the simulation results.
Model Validation: In Fig. 5 , reader is plotted using Proposition 1 for different sequence length and reflection coefficient . We see that the analytical result is an upper bound of the simulation result, and the gap diminishes as increases, e.g., qualitatively that the analysis becomes reasonably accurate when = 8000. Thus, the analytical result based on the assumption that the BER at the reader is 0.5 as long as the reader suffers from interference, is a tight upper bound especially when is large. In Fig. 6 , tag is plotted using Proposition 2 for different and . We see that the analytical result perfectly matches the simulation result, which verifies that the modeling assumption of negligible noise effect on the forward BER is accurate under the practical settings.
In Fig. 7 , the curves of the normalized expected ETR for the forward ET, ℰ tag / , are plotted using Proposition 3 for different and . The analytical result perfectly matches the simulation result. Design Insights: From Figs. 5-7, it is observed that reader decreases while tag and ℰ tag increase with increasing . This is because a larger induces a stronger backscattered signal and a weaker received signal at the tag, which enhances the SNR of the backward IT but reduces the performance of the forward IT and ET. We see that reader , tag and ℰ tag decreases with increasing . This is because a larger sequence length reduces the pattern-overlapping probability and hence suppresses the interference for both the forward and backward IT. However, it makes the readers have a shorter time (i.e., a shorter on-chip duration) for active transmissions, and hence reduces the performance of the forward ET.
Therefore, for practical BackCom system design, such performance tradeoff with the design parameters, i.e., the reflection coefficient and the sequence length, should be carefully considered to satisfy the performance requirement of a certain BackCom system.
VI. CONCLUSIONS
In this paper, we have proposed a full-duplex BackCom network, where a novel TH-SS based multiple-access scheme is designed. The scheme enables simultaneous interference suppression from coexisting links and full-duplex forward/backward IT. Moreover, the scheme not only supports dedicated ET for every symbol but also enable opportunistic wireless energy harvesting from interference. Several interesting design insights are obtained, such as: a large TH-SS sequence length improves the performance of the backward and forward IT but degrades the performance of the forward ET. Thus, system parameters need to be chosen carefully to satisfy given BackCom system performance requirement.
